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Perhaps twenty years ago the practice of law was “simpler” but times have changed particularly for the lawyer who practices in the areas of intellectual property and information technology.  In the past, technology was simpler too.  A programmer had a couple of programming languages available to choose from for the development of computer software.  Technology professionals worked in the relatively isolated computer departments in corporate America.  They were locked in areas that were only accessible through glass doors that required a special code for entry.  The systems they programmed were massive in size but limited in capacity.  As the large mainframe system go the way of the dinosaur, “How to” books on programming are available at almost every bookstore and children in grade school are skilled in the ways of the technology.  We have available on a laptop what previously filled an entire room.


As attorneys representing clients in technology transactions, we have seen a similar evolution in the practice of law related to IP and technology transactions.  As the technology has evolved so too has the nature of the transactions we handle. Previously technology transactions were largely hardware based and the software component was merely tangential to the overall transaction.  Now, transactions focus on software and content, the Internet, outsourcing relationship and other complex transactions and can involve parties anywhere in the world.   

With the technology revolution, new challenges are presented to attorneys practicing in this field.  Issues such as spamming, phishing, blogging, framing and other new problems appear regularly and must be addressed while the law struggles to keep up and adapt to the every increasing new technology challenges.  What types of ethical challenges does this present for practitioners?  In particular, how does Internet use in your practice affect your ethical responsibility as a lawyer?


We have codes of ethics that we can look to for guidance at the state and national levels.  For example, under the American Bar Association Model Rules of Professional Conduct (Rule 1.1), a lawyer is directed to provide "competent representation to a client. Competent representation requires the legal knowledge, skill, thoroughness and preparation reasonably necessary for the representation".   Herein lies part of the problem.  With the explosive growth in use of the Internet, we want to ensure that we are providing competent representation. Does a lawyer's duty to provide that representation and thorough in the handling of a legal matter for a client require not only computer research but Internet research?  In addition to possessing a basic knowledge of well-settled principles of law applicable for a particular situation, the lawyer must also research those additional rules of law which, although not commonly known, may be readily found by standard research techniques.  It is these uncommon applications of the law that may be necessary to employ where new technologies are involved.  Regarding research, authorities governing legal practice may not impose a legal duty, under pain of liability or discipline, to conduct this level of research. Given the inability of the law to keep pace in the computer technology area, it may be difficult for the courts or disciplinary authorities to formulate a standard in this area.  

Using Best Practices


As practitioners we know, there is no short cut to learning the law.  Sometimes work on behalf of a client appears simple when it is not, simply because the attorney doesn’t know what questions to ask.  We don’t always know what we don’t know.  In a report presented by a risk manager at the ABA 2006 Tech Show, some of the key areas for legal malpractice claims from 2000-2003 report included claims due to failure to know the law and failure to properly apply the law.  This report also provides some guidance in how to avoid these situations.  We are reminded that if a client requests representation far beyond your comfort zone, you should probably not accept it.  If you feel you must accept it, then be sure to seek guidance from an attorney knowledgeable in the practice area to ensure that you adequately address the client’s matter.  In ensuring that requirements of the applicable codes of ethics are followed when practicing in the technology law area, you will want to develop best practices to follow in order to implement the rules for the jurisdictions in which you practice.  The rules may include activities that you may not have considered when doing the old-fashioned library research but may be necessary to adopt when using the Internet or other similar tools.   As an attorney representing technology clients, thinking of the applicable theories of law is a more complex process.  For example, when Register.com discovered that Verio, Inc. was using electronic robots to discern information about Register.com's registrants from the Register.com system, Register.com brought a claim of trespass to chattel in addition to the more standard claims of breach of contract and violation of computer crime laws.  In approaching these types of challenges and in working to advise client, the following are some points to consider in researching technology law matters:

1. Determine the issues associated with the transaction.  

2. Know what you don't know and don’t dabble.

3. Are these issues addressed in current law?

4. If current law is unclear, establish a plan for researching the issues to properly formulate the advice to the client.  



a.
Do you have a trusted publication or service that is updated 



frequently?

b. Is useful information available on the Internet?  What is the source 
of the on-line information?  If Internet derived information is the 
basis of the advice to your client, verify its accuracy.

c. Consult a trusted attorney advisor knowledgeable in the area.


In order to take a practical look at some of the issues attorneys face in the keeping current in the areas of technology law, we will discuss various approaches that you might take given the following hypothetical scenarios.

HYPOTHETICALS

Hypothetical 1 – THE BLOG

The Association of Paper Shufflers (“APS”) is a not-for-profit corporation with a website designed to support its association members throughout the United States.  APS has received information from its membership that many of the members are setting up blogs on the Internet.  The APS members are generally small businesses and feel that they must use blogs to show that they are competitive in the paper shuffling industry.  The issue has been brought to the Board of Directors of APS.  The Board has now come to you as their attorney for advice.  The key questions from APS are the following:

1. Should APS have a policy prohibiting blogging?

2. If APS permits blogging, what kind of policy should it have for its members?

3. The Board of Directors thinks it might be a good idea for APS to have its own blog.  Should APS establish a blog?

4. In either case, what are the possible liabilities that APS may face?

Hypothetical 2 – WEB-BASED BUSINESSES

Black Box Corporation has an existing mail order business but has decided to open a web-based business.  It will take its catalog previously only available in print form and put it on the Internet.  Black Box doesn’t manufacture its own products but acts as a distributor of products manufactured by others.  Black Box has come to you to handle the legal issues associated with moving the brick and mortar business to the Internet.  Black Box would like to know:

1. How will the web-based business be different?

2. Will Black Box be able to use the manufacturers’ marks for its on-line catalogue in the same manner as in its mail order catalogue?

3. How can we protect our Internet information from our competitors?

Hypothetical 3 – WACKY WIKI WORLD


Wacky Drugs International ("Wacky") is a manufacturer of prescription drugs.  It has decided to go “wiki” and offer a new environment for the creation and editing of web content by and on behalf of the distributors of its drug products.  Wacky plans to provide access to their wiki websites to the Wacky distributors worldwide.  Wacky is required to comply with FDA regulations in connection with the advertising and distribution of its products.  


Wacky thinks the wiki website is a GREAT idea but would like to know from you, as their attorney, if there are any risks.

1. Wacky does not want to monitor the website activity.  Can they permit the free flow of ideas to direct the content of the Wacky website?

2. Are their any limits or restrictions on their use of wiki?

3. Will the FDA check our website?

(NOTE:  Wiki is a piece of server software that allows non-technical users to freely create and edit any web page content using any web browser. Wiki supports hyperlinks and has simple text syntax for creating new pages and crosslinks between internal pages on the fly.)

Internet Resources

American Bar Association at http://www.abanet.org

Attorneys' Liability Assurance Society at http://www.alas.com
Federal Drug Administration at http://www.fda.gov

Federal Trade Commission at http://www.ftc.gov
Illinois Attorney Registration and Disciplinary Commission at http://www.iardc.org

International Trademark Association at http://www.inta.org

World Intellectual Property Organization at http://www.wipo.int
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