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Civil Liability under the CFAA
traffics passwords with intent to defraud ( 1030(a)(6))
threatens computer damage with intent to extort
(§1030(a)(7))
accesses a computer without authorization or exceeds 
authorized access with intent to defraud (§1030(a)(4))
accesses a computer without authorization or exceeds 
authorized access to obtain information (§1030(a)(2))authorized access to obtain information (§1030(a)(2))
transmits a program or code causing damage to a computer
without authorization (§1030(a)(5)(A)(i))
accesses a computer without authorization and causes 
damage (e.g., compensatory damages) (§1030(a)(5)(A)(ii)-
(iii))

Recent Cases Broadly Interpreting 
Access “Without Authorization”

Shurgard Storage Centers v. Safeguard Self Storage, 119 F. g g g g ,
Supp. 2d 1121 (W.D. Wash. 2000).
International Airport Centers v. Citrin, 440 F.3d 418 (7th Cir. 
2006).
ViChip Corp. v. Lee, 438 F. Supp. 2d 1087 (N.D. Cal. 2006).
Forge Industrial Staffing, Inc. v. De La Fuente, 2006 WL 
2982139 (N.D. Ill. 2006).
Hewlett-Packard Company v. Byd:Sign, Inc., 2007 WL 
275476 (E.D. Tex. 2007).
United States v. Phillips, 477 F.3d 215 (5th Cir. 2007). 
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Recent Cases Restricting “Access 
Without Authorization”

Lockheed Martin Corp. v. Speed, 2006 WL 2683058 p p ,
(M.D. Fla. 2006).
Brett Senior & Associates v. Fitzgerald, 2007 WL 
2043377 (E.D. Penn. 2007). 
Diamond Power Int’l, Inc. v. Davidson, 2007 WL 
2904119 (N.D. Ga. 2007). 
B&B Microscopes v. Armogida, 2007 WL 2814595 
(W.D. Penn. 2007).
– but finds he caused damage without authorization to a 

protected computer
– CFAA Section (a)(5)(A)(i)

$5,000 Damages Floor

United States v Middleton 231 F 3d 1207 (9th CirUnited States v. Middleton, 231 F.3d 1207 (9th Cir. 
2000).
– internal employee time may be used in the calculation

United States v. Millot, 433 F.3d 1057 (8th Cir. 
2006).
– internal employee time may be used in the calculation

Forge Industrial Staffing, Inc. v. De La Fuente, 2006 
WL 2982139 (N.D. Ill. 2006).
– cost of forensics expert who evaluated laptop, which was 

more than $5,000, satisfied $5,000 requirement
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Best Practices in Light of 
Recent Trends in Case Law

Damages FloorDamages Floor
– keep careful track of employees’ time
– computer forensics experts are expensive but helpful

“without authorization” split in authority
– consider jurisdiction (Seventh Circuit; Fifth Circuit; 

Western District of Washington)g )
– avoid the issue by alleging damage to a computer

computer forensics expert

– state authorization clearly in employment agreements
HP carved out authorization for computer work for personal 
gain or for the competition, and it worked for them

September 20, 2007:
Three Important Decisions on 

Patent ProtectionPatent Protection

Brian Ledahl

Irell & Manella LLP
1800 Avenue of the Stars Suite 9001800 Avenue of the Stars, Suite 900

Los Angeles, California 90067
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September 20
1519 – Magellan sails from Spain to find a 
western passage to the Spice Islandswestern passage to the Spice Islands

1878 – Social activist Upton Sinclair is born

1973 Billie Jean King defeats Bobby1973 – Billie Jean King defeats Bobby 
Riggs in tennis’ “Battle of the Sexes”

1998 – Cal Ripken Jr. sits out his first game 
after playing in 2,632 consecutive games

September 20, 2007
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#1 - In re Comiskey
In re Comiskey, 499 F.3d 1365

(Fed. Cir. 2007)( )
Purely Mental Processes Are Not 
Patentable Subject Matter Under 
Section 101
Claimed A Method For Mandatory 
Arbitration ResolutionArbitration Resolution
Adding A General Purpose 
Computer To The Mental Process 
Might Make It Patentable

Section 101
Defines what inventions may be patented

“Whoever invents or discovers any new 
and useful process, machine, 

manufacture, or composition of matter, 
or any new and useful improvement 

thereof, may obtain a patent therefor, 
subject to the conditions and 

requirements of this title.”
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#2 - In re Nuijten
In re Nuijten, 500 F.3d 1346

(Fed. Cir. 2007)( )
Signals Are Not Patentable Subject 
Matter Under Section 101
Claimed A Signal Encoded With A 
Watermark In A Particular Way
Transitory Electrical Signals Do NotTransitory Electrical Signals Do Not 
Fit Any Of The Statutory Categories
Claims To Signals On A Storage 
Medium Were Allowed

The Importance of Section 101
“The first door which must be opened 
on the difficult path to patentability is 
§ 101.”

State St. Bank & Trust Co. v.
Signature Fin. Group, Inc.,

149 F 3d 1368 1372 n 2149 F.3d 1368, 1372, n.2
(Fed. Cir. 1998)
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#3 - BMC Resources
BMC Resources, Inc. v. Paymentech, L.P.

498 F.3d 1373 (Fed. Cir. 2007)498 F.3d 1373 (Fed. Cir. 2007)
Defendant Must Perform All Steps In A 
Method Claim To Directly Infringe
Absent a Showing of Control or 
Direction of Other Parties Performing 
Steps in The Method – No Infringement
Even For Secondary Liability – Some 
Party Must Perform The Entire Method

Basic Points
Claiming A Mental Process To Include 
Using A Computer May Not SurviveUsing A Computer May Not Survive
Claiming Signals – Instead Of Methods 
And Apparatus For Generating Or 
Receiving Them Will Not Survive
Claiming A Process That Will Ordinarily 
Require Separate Actors To Complete WillRequire Separate Actors To Complete Will 
Have Little Enforcement Value



Brent Caslin of Kirkland & Ellis LLP
Brian D. Ledhal of Irell & Manella LLP
Lawrence D. Graham of Black Lowe & Graham

Speaker #: 23-16
Speaker #: 24-16
Speaker #: 25-16

Law Seminars International | Seattle Technology Law Conference | 12/14/07 in Seattle, WA

Prosecution Possibilities
Methods Should Include Steps That 
A ti l R i U f T h lActively Require Use of Technology
Claims For Signals Should Focus On 
The Methods Or Hardware For 
Generating Or Receiving The Signal
But - Claims For Generating ANDBut - Claims For Generating AND
Receiving Signals May Have Little 
Value If The Two Are Not Controlled 
By The Same Actor

The End

thank you


