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1. Executive Summary

This presentation discusses the National Capital Region Net (NCRnet), one of the largest private regional government networks in the United States.  NCRnet is funded primarily by the Department of Homeland Security Urban Areas Security Initiative (UASI).  It began operation in mid-2006 and will reach most major jurisdictions in the region by mid-2007.  It is planned to be fully operational in 2009.  It is designed as a pioneer architecture for other U.S. metropolitan areas.

NCRnet is an emerging communications infrastructure designed primarily serve to existing and future public safety and first responder communications requirements. Although NCRnet emphasizes first-responder communications, this type of network will simultaneously provide benefits to general government users and to educational users.  The regional approach enables communities to draw on a greater economy of scale than they are able to attain with an I-Net or metropolitan area network serving a single city or county, yet retain the control and security of a private network.

This presentation addresses the value and efficiency of the emerging NCRnet.  The presentation compares and contrasts the lease versus build approaches with respect to:

· Control

· Security

· Reliabiilty

· Survivability

This presentation provides a qualitative discussion of the significant advantages and capabilities of a regional network and analyzes the advantages and drawbacks of building versus leasing this type of network.  

2. NCR’s Inter-Jurisdictional Capacity Requirements

In the past, most communications between NCR jurisdictions occurred through meetings, by telephone, via e-mail over the Internet, and by direct access to state and federal databases on dedicated circuits.  

This model of regional connectivity cannot effectively scale to support new, emerging uses of technologies in support of life-saving and efficiency-enhancing applications, such as access to multiple streams of interactive video, use of remote data recovery centers, real-time access to graphics-intensive Geographical Information Systems (GIS), and backhaul of wireless communications networks.  In addition, the existing model relies heavily on public networks that became saturated during the events of 9/11 and may be impaired or unavailable in a regional emergency.

To address these issues, the communications infrastructure known as NCRnet is designed to provide high standards of performance and reliability over:

1. Dedicated, redundantly routed, fiber-optic and microwave communications

2. High-capacity network electronics

3. 24x7 network monitoring and management

The following is a brief summary of some of the many functions NCRnet is beginning to provide.  It is intended to be illustrative only and is not an exhaustive list or discussion.

2.1 Video Communications

The jurisdictions almost uniformly believe that a variety of video applications are among their most pressing communications needs and believe that NCRnet could enable and support those needs.

2.1.1 Interactive Video

In particular, the jurisdictions express a need for two-way interactive video conferencing among and between jurisdictions.  Video conferencing is needed between emergency operation centers, emergency communications centers, and between mayors or county executives/managers.  It is also needed in conference rooms for routine inter-jurisdictional meetings, in traffic management centers, and in the field with first responders.

Figure 1 depicts an example multimedia (including voice and video) conferencing architecture.  Various different end devices such as PCs, video conferencing equipment, cell phones, and PDAs are depicted.  Conferencing is possible between locations within the communities, between communities, and with personnel outside the immediate NCR through the public Internet or the public switched telephone network (PSTN).  

Figure 1: Example Video Conferencing Connectivity
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2.1.2 One-Way Video

Viewing of one-way video is another critical requirement.  One-way video feeds include traffic cameras, security surveillance, emergency announcements, press conferences, television news, and training video.  It may also include backhaul of regional emergency programming to preempt programming on local government access channels.  

The largest routine one-way video need is for traffic cameras.  In an emergency, many operations centers will need to view out-of-jurisdiction traffic video, as well as informational video sessions.  Regular training and viewing of informational programming may require separate sessions.

2.2 Voice Communications

2.2.1 Radio Trunking

Public safety entities need redundancy in their radio systems.  In order to provide redundancy, NCRnet will be able to transport public safety radio trunk communications between emergency communications centers in neighboring jurisdictions, or to regional centers.  This will enable the radio system to continue operating in a jurisdiction in the event of failure of the radio system controller or loss of the emergency communications center and enable dispatchers to operate from an alternate center in the region.  

2.2.2 Telephony

Jurisdictions need voice services on NCRnet.  The need is for:

1. Reliable and secure person-to-person communications and conference calls independent of the public switched telephone network, which may become overloaded in emergencies, 

2. Redundancy of connections to the public switched telephone network, and 

3. Reduction of public network usage for communications from jurisdiction to jurisdiction.

At present, the NCR is split between jurisdictions that are using IP-based systems for internal voice communications and those that are circuit-based (but likely considering migration to IP-based communications).

2.3 Data Communications

2.3.1 GIS/CAD

First responders and operations centers increasingly demand graphical geographic information, some of which may be available locally within a jurisdiction and other of which might only be available at a regional data center or at another jurisdiction.  GIS maps may require tens or hundreds of megabytes.  Even in an environment where GIS software is resident at each jurisdiction and maps are continuously updated on both sides, there will be the need to transport finished maps between jurisdictions in an emergency, simply because it is not possible to predict exactly what type of report or location will be needed, or where that information will reside.  

2.3.2 Data Recovery and Backup

The region’s jurisdictions expressed interest in data recovery and backup.  NCRnet will facilitate storing data in diverse locations for the purposes of recovery in the event of an outage or a disaster situation.  

Jurisdictions are likely to use NCRnet for backing up or recovering key or first-tier resources.  Backup can be to a dedicated backup facility or via reciprocal arrangement with one or more other NCR jurisdictions.  

Jurisdictions expressed a need for reliable high-speed connectivity between the backup location and their networks, some for remote management and daily backups, others for live mirroring of their networks.  It will therefore be very important to connect the backup to the home networks over diverse physical routes.  

Backup to a regional facility provides survivability in the event of all but the largest-scale disasters, and also enables jurisdiction staff and contractors to quickly begin work at the backup facility.  However, the jurisdictions may also wish to consider backup of key information outside the Washington, DC region.  NCRnet can enable jurisdictions to peer with the National LambdaRail (NLR), a not-for-profit fiber optic infrastructure, which can provide dedicated fiber optic wavelengths for high-speed connections to metropolitan areas and university campuses across the U.S.  Jurisdictions can place servers and storage at a distant data center and communicate with them at full speed in real time via NLR and NCRnet.

NCRnet can support: 

1. Live mirroring of data; or 

2. Batch backup of data at regular intervals.  

2.3.3 Broadband Wireless Backhaul

NCRIP includes a broadband wireless component for access to first responders in the field and in vehicles.  The broadband wireless network supports existing first responder operations, such as CAD, plus emerging graphics and video operations. This network traffic may be contained within a given jurisdiction, or travel across NCRnet for accessing resources in another jurisdiction or at a central data center.  

2.3.4 Internet Access

It is anticipated that NCRnet will connect to two or more Internet service providers for cost-effective, reliable, load-balanced service.  Since NCRnet is likely to be a larger customer than any individual jurisdiction, jurisdictions can take advantage of an economy of scale in purchasing large pipes of Internet service, especially since NCRnet can be designed to connect directly to major Internet peering locations in the region.  

In addition to supporting the existing and future needs of jurisdictions, it will be necessary to increase access to the Internet for new NCR applications.  These may include access by hospitals, clinics, and physicians to patient tracking systems; coordination with first responders and decision makers outside the NCR; remote access to jurisdiction networks and NCRnet by authorized telecommuters; and access to databases outside the NCR.  Also, a significant percentage of the Internet access may be encrypted and travel via virtual private network tunnels.  

2.4 Other, Non-Emergency Uses

NCRnet is designed to operate during emergency and non-emergency situations.  As a result of the network’s planned fiber-optic physical plant, it has high capacity and can be upgraded without construction of new cables or outside plant.  For that reason, it can support applications beyond its primary first-responder mission without limiting its usefulness to the first-responder community.  

2.4.1 General Government Applications

NCRnet will thus be able to support routine general-government applications, such as regional use of planning and financial information, sharing of voter rolls, and aggregation and redundancy of voice and Internet service.  It can enable the jurisdictions to route all inter-jurisdictional communications such as emails and telephone calls through private channels, reducing expenditures for data and voice services.

2.4.2 Educational Applications

As most jurisdiction networks in the region connect educational as well as government facilities, NCRnet will be able to regionally interconnect school districts, community colleges, and area higher learning institutions, facilitating distance learning, mentorship, field trips, and in-service training.  Connectivity of schools with NCRnet will also have a direct first responder benefit because the schools may serve as emergency shelters, and it may be critical to communicate with schools in certain types of regional emergency.

2.4.3 Connectivity to National and Global Networks

A high-speed, reliable NCRnet may also leverage the capabilities of existing national and global networks that have connection points in the NCR.  For example, the Mid-Atlantic Crossroads (MAX) network is present at points in the region and is connected to the National LambdaRail network, a national network that provides its users with dedicated fiber optic wavelengths throughout the U.S.  By connecting NCRnet to these networks, NCRnet participants may be able to receive high-speed Internet service at low cost and access to Internet2.  These networks may also enable NCRnet jurisdictions to establish data recovery and backup centers at cities across the U.S.

3. Comparison Between a Leased Network and One Owned by the NCR Localities

Leasing circuits eliminate the need for the jurisdiction to own and operate a data network. It also avoids the addition or management of contract staff to operate and maintain the network. In addition the upfront cost of circuit leasing is lower than constructing private fiber, and the time to deployment is often less when working with leased circuits.  Leasing, however, has critical disadvantages that make it much less desirable for emergency support services.  Specifically:

· Leased services do not offer total control and management over a communications link

· The availability of a leased circuit may not be accurately assessed due to the lack of knowledge of a leased provider’s proprietary network and its physical infrastructure

· Leased services are not independent of the networks used by the public

· Network security is the responsibility of the provider between end points

3.1 Control and Management of Leased Services

A network built upon leased network services obtained from a service provider cannot provide the control and management that is available in a privately owned and operated network.  

Leased network services are in essence a “black box” in terms of control and management.  The leased provider is relied on to maintain and operate the core equipment of a leased service.  This entails configuring the equipment, monitoring the hardware and physical infrastructure, and performing routine maintenance.

NCR’s inter-jurisdictional capacity requirements include; video, voice and data communications.  Both voice and video services usually require dedicated bandwidth.  Two-way voice and video services require dedicated bandwidth and very predictable transmission delay properties.  

To make changes in the core of the network for a new application, increase bandwidth, or to implement new policies for enhanced QoS, the lessee must request that the provider make configuration changes to the network, oftentimes at the expense of the lessee.

The lessee is also not able to control who manages and maintains the core of the network.  The knowledge, skill set, and security background of those operating the network is often beyond the control of a lessee.

With a private fiber optic network, each piece of the communications network is controlled and managed by the owner.  The owner may choose to operate the network on its own with its own staff, or it may outsource the operations to a contractor of its choosing.  Either way, choices regarding the management of the network are in the hands of the owner.

3.2 Availability of Leased Services

The availability of a communications link is derived from the probability of a failure within the network between two points.  In a leased circuit network, the end user is not aware of all of the potential risks to availability of the network.  Several key factors that affect availability and cannot be determined by a lessee include:

· Physical redundancy in the plant;

· Physical redundancy in the building entrances;

· Physical redundancy in the networking equipment;

· Ensuring network equipment is properly configured and regularly tested to take advantage of hardware and link redundancy;

· Redundancy for power and HVAC;

· How many facilities the circuit crosses between endpoints;

· Whether the plant is located underground or aerial;

· Who has access to the core networking equipment and plant;

· How old or well maintained the core equipment is;

· How the system is monitored and maintained; and

· What are the single points of failure in the communications link?

Many of the factors can be approximated or relative numbers may be obtained from the leased circuit provider; however for critical government services such as public safety, the approximations and availability estimates from leased network services may not meet the availability requirements of a critical traffic network.  In the case of physical architecture issues, such as the physical routes of cabling, approximations are not sufficient, and detailed maps are usually considered proprietary and confidential to a commercial provider.

In addition, lessees are subject to the providers schedule for repair and maintenance of the circuit.  Although it may be possible to include provisions in the service level agreement (SLA) for special priority service restoration, it is unlikely that SLAs will be adhered to during major disaster events.  Furthermore there may be no way to ensure that a leased circuit for public safety is the first link to be repaired during a major disaster.    

A similar problem can arise in both scheduled and unscheduled maintenance of a leased circuit.  The timing of these maintenance downtimes may not correspond to available downtimes in a public safety network.  In a private network such as NCR, maintenance downtimes can be coordinated to the extent they are scheduled to minimize downtime and change operational procedures to prepare for a network outage, 

SLAs often guarantee availability and repair time, but typically do not hold true for a major disaster.  Furthermore service providers usually rely on cash rebates to handle outages to the network, although cash rebates may not be a suitable alternative to outages on a public safety network.

3.3 Independence from Public Communications Networks

A privately owned communications network does not rely on physical infrastructure, equipment, or other resources that also carry public traffic for residents and businesses.  Shared resources are used by a managed network service provider to reduce their cost by taking advantage of the statistical nature of communications traffic.  In other words, commercial carriers intentionally oversubscribe their networks to minimize costs (maximize profits), since all of their customers are not likely (statistically speaking) to simultaneously use their services to full capacity all of the time.  The advantage of an independent network is that increases in public traffic on the network or public network outages do not affect privately owned networks.

Additionally, the only way to ensure that there is adequate bandwidth is to overbuild a network to support maximum capacity demand, not average utilization (while absorbing the cost even if the bandwidth is not used).  Some leased managed services offer the ability to be charged only for the bandwidth that is used however, capacity is limited.  Typically, these services are only effective in saving cost when institutions have a specific understanding of their applications’ bandwidth requirements.  NCRnet, which is designed to support regional initiatives and interoperate with existing jurisdictions’ network infrastructures, can provide a more reliable, higher capacity, flexible network infrastructure by owning a private infrastructure.   

As is the case in many major public safety incidents, public networks, such as the PSTN and the Internet are often overloaded by the amount of traffic on the network.  This can lead to busy signals on the PSTN and a lack of connectivity on the Internet.  Privately owned networks typically do not experience the same traffic increases and can be designed to handle any expected traffic increase during a major incident.

Many public networks are in the planning and early implementation stages of providing priority and preemption capabilities for most managed service providers and will not be universally available, however in the event of a crisis, priority and preemption is critical for public safety networks.   

A privately owned NCRnet can prioritize bandwidth both in the core and at the edge.   This will allow NCR the capability of prioritizing by location and also having the capability to preempt all traffic other than public safety traffic, if necessary.  More importantly, the private infrastructure of NCRnet can be allocated so certain sensitive traffic is always on dedicated capacity, since capacity can be readily scaled as needed for other applications.  

3.4 Network Security

Implementation of network security on a leased circuit typically occurs at the edge of the network.  Many leased networks use end-to-end encryption to securely transmit data over networks that share a core network with public users.  Oftentimes the provider of a leased circuit may dictate what types of end-to-end security are allowed on a leased circuit (IP managed services for example).

In a privately owned network such as NCRnet, NCRIP is capable of offering end-to-end security throughout the network infrastructure. NCRIP will have the capability to offer layered security which enables NCRnet to be robust and highly secure.

In addition to data security, a privately owned network allows the owner to manage physical security as well as network security.  This includes:

· Access to facilities and networking rooms

· Passwords to edge equipment and firewalls

· Network access and authentication

· Monitoring of networking rooms, including security alarms, surveillance cameras, etc.

· Desktop security

· Equipment placement and provisioning
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